
 

 

Opening Ports for SIP Telephony in The Cloud 
 
If the Firewall is a General Type: 
WAN To LAN - Open ports range (If possible, open ANY & ANY) in protocols TCP & UDP to all 
addresses or domains: 
 

TCP UDP 
5060–5061 5060–5061 
 10000-35000 

 
LAN To WAN - ANY > ANY 
Disable - "SIP ALG" 
 
If the firewall is a Checkpoint type: 
Open all the addresses listed above and also follow these steps: 

 You should mark "V" in "Deep Inspection" 
 Keep Alive Time Out: Users & Objects > Services > SIP > Sip_UDP > Advanced > Session 

Timed out > Set to 200 
 Set QOS: Device > Internet > ISP Dialup > Advanced > QOS Settings > Enable QOS (upload) > 

ISP bandwidth upload (בהתאם לחבילת גלישה) 
 Access Policy > QOS > Blade Control > ON 
 Access Policy > QOS > Policy > Source & Destination > ANY ANY SIP 20% / 25% 


